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Q What is ScamCops?

ScamCops is a 501(c)(3) organization that helps
instill knowledge about Scams in local senior
homes and community centers.

How Keylogging Works

» Hardware-baosed keyloggers are physical devices that are installed between the keyboard
[ and the computer. They record all keystrokes made on the keyboard and store them on an
‘ r e o t e e U ‘ o t I o n o internal memary chip. The attacker can then retrieve the keylogger and extract the

recorded data.

Software-bosed keyloggers are programs that are installed on o computer or device.

° °

information such as: They con bo. ol fhrough vrious mothods, such as downlocg © mliious
L4 attachment or software from a fake website, Once installed, the ka}r|oggar records all

keystrokes and sends the data to the attacker’s computer or a remote server.
Scam ' i Chatbot
cam Quiz, Ai Chatbot,
id m
GU' e to SCG There are different types of keyloggers that vary in their level of sophistication and how

they operate. Some of these types include:

Awareness T

Hardware keyloggers are physical devices that are attached between the
keyboard and the computer. They are small and discreet, making them difficult
1o detect.

Software keyloggers are programs that run on a computer or device. They can
be disguised as legitimate software, making them difficult to detect.
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Government Imposter Scams

How to Spot, Stop, & Report
Government Imposter Scams

* Nearly1in 5 people reported losing money

Consumers reported more = ::;'S::I’I:;Imm ot

than 498,000 imposter « The madian loss was $850

scams to the Federal Trade # Almost one-third of the Imposter scams
Commission in 2020. reported Involved somecne posing as a
government representative

Image from Century Next Bank

Government imposter scams are a type of fraud in which scammers pretend to be
government officials, such as representatives of the Social Security Administration (S54), the
Internal Revenue Service (IRS), or law enforcement agencies, to trick victims into providing
personal information or making payments. These scams can take many forms and can be
conducted over the phone, through email, or in person.

How Government Imposter Scarns Work

Government imposter scams typically involve the scammer contacting the victim and posing
as a government official or law enforcement agent. The scammer may use scare tactics to
convince the victim that they are in trouble and need to take immediate action. They may
threaten the victim with arrest, fines, or other |egal consequences i{they do not comp|y with

their demands.

The scammer will then ask the victim to provide personal information, such as their Social
Security number, bank account information, or credit card details. They may also ask the
victim to make a payment using a prepaid debit card, gift card, or wire transfer. In some
cases, the scammer may ask the victim to download and install software that allows them to
take control of the victim's computer or access their personal information.

## How to Protect Yourself from Government Imposter Scams

Here are some tips to help protect yourself from government imposter scams:
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Question 1 /25

ScamCops

Incorrect

What should you do if you receive a suspicious email or call?

O Click on all links to investigate
L

| l' |

@ Provide requested information immediately (Your Answer)

O Verify the sender's legitimacy independently (Correct Answer)

OAl-Assistant

Sca mCDpS Custom Assistant O Engage ina |eng1hy conversation

Feedback

You « Don't Click or Respond: Do not click on any links, download attachments, or respond to the email or call immediately, especially if it seems suspicious.
» Verify the Sender: Independently verify the identity of the sender or caller. Look up the official contact information for the organization or individual and reach out to them
through official channels.
Someone is requesting me pay $1000 in unpaid taxes what should + Check for Red Flags: Be cautious of common red flags, such as a sense of urgency, requests for personal or financial information, poor grammar or spelling, and unsolicited
| do? offers.
. » Report It: Report the suspicious email or call to relevant authorities or organizations. If it's a phishing attempt, report it to the Anti-Phishing Working Group, the Federal Trade
Commission (FTC), or your email provider.

OAl-Assistant

It's crucial to verify the legitimacy of the request. Scammers often
impersonate tax authorities, so contact your local tax office
directly using official contact details to confirm if you owe any
taxes. Do not provide personal information or payment until you
verify the claim.

Scam Confidence Rate: 9/10

Welcome! Avoid scams with me!

How to Protect Yourself from Government Imposter Scams

‘ Here are some tips to help protect yourself from government imposter scams:

i Know How the Government Op erates

Be aware of how the government operates and how they typically communicate
with citizens. For example, the SSA will never call or email you to request your
Social Security number or ask you to pay money to avoid losing benefits.

& Don't Provide Personal Information

Mewver provide personal information, such as your Social Security number, bank
account information, or credit card details, unless you are certain of the
legitimacy of the request. If you are unsure, hang up and call the government
agency directly using a phone number from their official website.

s Don't Make Payments with Gift Cards or Wire Transfers

Government agencies will never ask you to make a payment using a prepaid
debit card, gift card, or wire transfer. If a caller or email asks you to make a
payment using one of these methods, it is likely a scam.

Be Wary of Unsolicited Calls or Emails

If you receive an unsolicited call or email from someone claiming to be from a
government agency, be cautious. Do not provide personal information or make
a payment until you have verified the legitimacy of the request.

Door to Door Scams:

CONGRATULATIONS!

(1) $1000 Amazon Gift Card
£ s rosorved just for you. Focebook User!

Step 1 Clhck the *CONTINUE® button to cloim your prize

Step T Enter the comect infrmmation on th naxt pogs 1o choirm your pride

1) Vou anly hove & minuties 1 secends to claim yeur prize!

amazon EEITIN

D Unparsonalized phrasing B Waording that sounds urgent

Door-to-door  scoms  are
fraudulent schemes in which
a scammer goes door-to-
door, usually targeting elderly
or vulnerable individuals, to
convince them te purchase
fake preducts or semvices, or
to make a donation to a fake
charity. Door-to-door scams
can be carred out by a
single individual er a group of
scammers werking together.
Here are some common types
of door-fo-door scams:

© Home Improvement Scams

Home improvement scams involve a
scammer offering to perform home repairs
or improvements at a discounted rate. The
scammer may claim to be a contractor, but
in reality, they may perform shoddy work
or use subpar materials. Home
improvement scams can also involve
advance payment for work that is never
completed

¢ Energy Scams

Energy scams involve a scammer claiming
to be a representative from a legitimate
energy company, offering to save the
homeowner money on their energy bill by
installing new equipment or making
repairs. The scammer may ask for
payment upfront or may offer to finance
the work at an exorbitant rate.

© Fake Charity Scams

Fake charity scams involve a scammer
soliciting donations for a fake charity or
non-profit organization. The scammer may
use a name that sounds legitimate or may
claim to be raising money for a specific
cause, such as disaster relief. The
donations never reach the intended
charity, and the scammer pockets the
maoney.

® Magazine Subscription Scams

Magazine subscription scams involve a
scammer offering magazine subscriptions
at a discounted rate. The scammer may
claim to be raising money for a school or
charity. Once the wvictim has paid for the
subscription, the magazines never arrive,
or the subscription is canceled shonly
after.
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WEBSITE INTERACTIONS POST-TEST FEEDBACK

e Attendees take a post- Feedback is crucial to
test after events to our project.
measure understanding. We ask users what they
popular content e Consistent improvement enjoy and dislike
has been observed after

e Analyzed website
data to identify
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User Testing - Online and In-Person

ScamCops assists individuals
in avoiding scams occurring
daily.
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https://www.youtube.com/watch?v=Et91FglYjmk&t=33s

€®) USER FEEDBACK

“No sigh-up required”
“Improve the visual experience of Scam
"The certification questions prove invaluable Quiz”
in evaluating our understanding of scams.”
"Seniors requested a more concise quiz."
“The scam guide can be used as a reference”
“Include videos explaining scams and
“Chatbot and Scam Confidence Rate - This measures to avoid”
indicator serves as a valuable indicator for
gauging the severity of scams”
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Cops Training

S C a m C O S . . _— . Completed
Heme Contact Us Scam Quiz Senior Facility Registration Register as a Cop Blogs

Your An‘ti"Scam FOI‘C& Register as a Cop

Completed 17 Steps
Register 35 a Cop @ Overview

About

%
This course is designed and created for those who would like 1o become a cop. H
Introduction
(@ Overview
01 steps

Intraduction ~ | Rewards
01 steps

(@ You racsived this program's cartificate. Get Cadificate @ ll'l'El‘ljduCtiDl‘l
Section - Identifying Basic Scams =
&% stops | t t

NETUCION Section 1- Identifying Basic Scams
Section 2- How te Avoid Proper Scams e
S/ st &6 steps
56 steps
Achik Atyam

Section 3- How to escape a Scam? =
42 tame @ Section 1 - Identifying Basic Seams
Quiz “
02 steps @ Step 1: What are Scams?

@ What is the purposa of Scams?

@ Example Scenario

@ Step 2 Toc good to be true

@ “Too good to be True"?

scamecops.org Proudly presented to

Section 2 - How to Avoid Proper Scams

CERTIFICATE OF Advik Atyam o seps
co M P LET' 0 N Thiz is to certify the successful compileticn of this pregram and the fulfiliment of e Section 2 - How to Avoid Proper Scams

allits requinernents, The recipient demanstroted dedication and commitrmant
and ocquited a wealth of knowladge and skills through the program. May this
s80ve 03 0 tastarment to their hard work and future success.

@ Step 1: How information can affect us

q‘e’o ‘ CE’P)L
- % Program
& @ Avoid Scams By ScamCops @ How to Avoid Secam Emails
2 o
-
O3y43%° Completion Date

September 23, 2023

Advik Atyam

President
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E@" Your Anti-Scam Force

Home Contact Us

Facility Registration

First name

First name

Last name

Last name

Email *

Email

Message

Message

Address

Scam Quiz Senior Facility Registration Register as a Cop

Contact Us

If you are not affiliated with any senior facility, you
can reach out to Advik Atyam (Founder) at
advik.atyam@scamcops.org.

For iOS App Support, support(@scamcops.org

Contact Us

Scamcops(Forward Thinkers Foundation) is a
501(c)3 charitable organization to work for the
greater good; thus, donations are tax deductable
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Future Enhancements RoadMap

Al Chatbot V2

Enhance chatbot with
image , email transcripts
with upload capabailities. \
Users will have the ability
to copy & paste the images
to determine potential
scam

@

Identify, promote and
partner with organizations
\ helping elderly and
vulnerable people with

scam prevention
education

Expansion of Network

Expand the ScamCops
network to 25 public
schools and 25
Community Centers

Scam Quiz

The graphical interactive
scam quiz offers users a
dynamic and visually
engaging way to deepen
their understanding of
scams and fraud prevention

Al Chatbot V3

Make Interactive learning
with Chatbot Possible

508 Complaint

Make Website and chatbot
accessible to people with
disabilities
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Achievements

r

First Place in Fairfax County
Shark Tank

CAaMLwOops assIsts
ndividuals in avoiding
*icams occnsing daily.

¥

Featured on WUSA Met Congressman
Live Studio in Gerry Connelly
Georgetown

$5camCops ey

ScamCops assists
individuals in avoiding

scams occurring daily.
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IN OUR SCHOOLS
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Featured on WTOP

Featured on DC

News Now



Woodlands Activities <activities@thewoodlandscere.com> Tue, OCt 29,2024, 921AM ¥
tome =

Hi Advik,
Wow! Time flew by. I hope you enjoyed your summer.

The residents are asking for a smartphone tutorial in December. Do you have availability in December? If so, please let me
know what day.

I look forward to hearing from you!

Lisa Smith

Life Enrichment Department

The Woodlands Independent Living Community
4320 Forest Hill Drive

Fairfax, VA 22030

(703) 667-9800, X 4032

THANK YOU and quick question (Extemal inbox x X & &
0 Hernandez-Giblin, Linda <Linda.Hernandez-Giblin@fairfaxcounty.govs Tue, Jul 16, 2024, 1:50AM ¥ € H
to me, To: -

THANK YOU Advik, Yousif and David as well as Sowmyal!!! You all did a fabulous job presenting and answering questions! You engaged well with the members! | was
so impressed! | hope that some of the connections will lead to many more opportunities. Thanks so much for your willingness to attend this meeting and present.

One of the members, Cherie LeJuene started a FB page for NVAN: (9) Facebook which she and a few others have managed through the years. Would it be OK if she
posted the one page from your presentation today? We completely understand if you prefer not posting. We can manage asking her to take it down. She let us know
she posted but we want to make sure we have your permission to have it up.

Thank you,

Linda

Pronouns: She/Her/Hers

- Legislative Supervisor
N7 o i

a‘,l Linda Hernandez-Giblin
(]

Area Agency on Aging
FAIRFAX COUNTY
DEPARTMENT OF 12011 Government Center Parkway
FAMILY :
Fi A
SERVICES airfax, VA 22035

Ken Westbrook <kennethwestbrook@gmail.com>
tome =

Dear Advik,
| love what you're doing with Scamcops!

Thank you! External  Inbox x X & @

demetria Ico <denisoulsister612@gmail.com> Sat, Aug 24, 2024, 6:01PM ¥ “«
tome -

Hi! My name is Demetria |. from Arlington, VA. | am 72 years old and retired from Fairfax County. | was a victim of a scam 4 times. The first and second was around
September 2010-2012. | noticed the unfamiliar amount withdrawal from my paper bank statement. | called my bank (Penfed) and they told me to make a written
statement and have it notarized. They returned my money back. | was busy taking care of my ill mother and working with Fairfax County at that time so | did not get a
chance to call them back for follow-up.

The third one was on August 21, 2023 (big time hacked) and May 10, 2024 continuation of August 21, 2023 scam. | am sad and embarrassed of what happened to me
but | tried to embrace my imperfections. Sometimes | thought about killing myself but | have faith in God and asked all the time for strength to keep moving.

| reached out to the following agencies: FBI, FTC, Police, Atty General, Federal REserve, etc. To date | have not recovered any amount of my big chunk lost.

I'm looking forward to sharing with you what happened to me. I'm hoping you could give me some tips or advice on what else to do to recaover even some of my
money.

Thank you so much for your help. Stay safe.
Demetria I.

571-574-2366
571-641-5977

thank you! (Extemal’ inbox x X a8 B
o demetria Ico <denisoulsister612@gmail.coms Thu, Aug 29,2024, T26AM € §
tome -

Good morning Advik!

Thank you for the response.l've all your recommendations. The sad part is, | lost the "battle” with PenFed, my bank for 25 years, | just received a 25-year coin from

my bank yesterday for being a loyal member.

Even though a hacker claimed to be an employee of Penfed to make me believe the first time was true then denied it. | wrote a letter to the Chairman of The Board

and the CEO/President of the bank but they refused to help me because | initiated the transactions.

| fully understand and admit | initiated the transactions per Dorothy Barnes (claimed to be an employee of PenFed) and Michael Henderson (claimed to be a Manager
Fri, Aug 2, 2024, 2:44PM b 4 “a ¢ of Federal Reserve) advice as to what possibly happened to me. Some have already happened. They strongly warned me that the following would happen if | do not

follow their advice: (1) Fear of identity theft (dark web). (2) They informed me that my Social Security, passport and other personal profile were already stolen by

scammers and being used by a 12-year old child who is a victim of child trafficking, Scammers got all my personal information from my bank statement when my

computer was hacked and being used for child trafficking. (3) Sold my house 612 S, Barton St., Arlington, VA 22204 hurriedly within 4 weeks, according to Dorothy

Barnes the FBI will come to interrogate me and might associate me with because according to them my home address was used for child trafficking. (4) Fear of

staying with my family, relatives and friends because the FBI will involve them during the investigations and interrogations. (5) Fear of cloning my voice. We seldom

I'm the CEO of Stop Scams Alliance, which is based in Vienna VA. We are a nonprofit that was formed after my mom was scammed. Our motto is "Protecting talk over the phone because of cloning my voice. (6) Fear of retaliation as the scammers knew where | live including my family and friends. Michael Henderson even
consumers by stopping scams at the source." We don't focus on education like you do, instead, we focus on preventing the scam phone call, text message, or pop-up told me he would call a law enforcement friend superior to report herfhim interfering with investigations of my hacking case.

ad in the first place.

And in my journal, | also included the 5 or 6 reasons why | believe (for the first time) Dorothy Barnes is an employee of the bank.
You were right, the scammers might be just around the corner. She knew everything about me. I'm trying to close my account from PenFed. I'm sure the scammers
know that | opened a new account. She knows where.

Check out my website. If it's OK with you, how about if | put your logo on our Members page. You can list me as a supporter on your website, too, if you like.

Best,
Ken Westbrook
Founder and CEOQ, Stop Scams Alliance

Have a good Advik. Stay safe.

As always,
Demetria



End Statement

"The most effective safeguard against falling victim to scams is prevention.’
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